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In preparation for the 2020 Elections, the Arizona Secretary of State hosted a Tabletop Training 
Exercise (TTX) in December 2019 focusing on cybersecurity preparedness. There were participants 
from all 15 Arizona counties, with teams including representatives from the County Recorders’ offices, 
Elections Directors, IT, and Communications staff (if applicable). State and federal cybersecurity 
partners also participated in the event, including law enforcement and the National Governor’s 
Association, who joined as part of Arizona’s participation in the Elections Cybersecurity Policy 
Academy.  

The SOS Information Security Officer (ISO), Ken Matta, designed the format and program of the TTX. 
The participants were divided into 5 counties, and each person was assigned a role to maintain 
throughout the training exercise. The role was different from their actual job, in order to take the person 
somewhat out of their comfort zone and provide a different perspective.  

The exercise consisted of two one-hour blocks with presentations on cybersecurity threats and 
mitigation strategies between the blocks. The first hour represented the 6 months leading up to the 
election, and the second hour represented the 13 hours (6 a.m. to 7 p.m.) of polls being open on 
Election Day. 

Each county had a computer at their station, which was staffed by an SOS employee who acted as 
scribe and timekeeper for that county. When they were instructed to start the clock, the computer 
program automatically ran through the days/hours represented in each time block. In the first hour, 
each county was given a budget and menu of cybersecurity mitigation measures, or implements, to 
best prepare their county for the election. The budget was not enough to purchase everything on the 
list, and the program was designed to only allow certain mitigation measures within a certain timeframe 
prior to the election. 

Throughout the first hour, at pre-determined times (for example, 45 days out from the election, 15 days 
out from the election, etc.) there were instructions from the Secretary of State or State Cybersecurity 
Fusion Center, or news items  that were presented to the counties to influence their decision making. 
During the second hour, or the hour representing the 13 hours of polls being open, injects were 
presented throughout the day, in the format of a news release, fake social media post, or a pre-
recorded fake news broadcast, and the counties had to respond accordingly. All actions were recorded 
in the computer program. Depending on the mitigation strategies adopted during the first hour, some 
counties experienced different injects than others, or 
some had injects completely taken off the table 
because the county had protected against it in their 
preparation.  

Some of the ancillary pieces that made the exercise 
realistic were the reporting to the State Fusion 
Center or the SOS “desks,” as well as the SOS 
Comms staff acting as reporters and inviting 
members of the counties to “do interviews” as events 
happened. The entire exercise was designed to give 
elections officials their “worst Election Day ever,” and 
by all accounts, it was a resounding success!  

Some of the takeaways included:  

• All 5 counties asked for more money during the planning phase.  

See sample injects at https://bit.ly/3o9WEd1 
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• The fast pace of the hour exercises only added to the pressure cooker feeling for the 
participants. 

• Seeing how advanced planning and mitigation strategies made an impact on the types of injects 
experienced was very powerful.  

• Forcing the participants into roles they were unaccustomed to performing made an impact on 
the participants’ experiences.  

• The computer program not only tracked the time through the hour, but also tracked all the 
mitigation strategies, budget, and actions taken by each county during both hours. This allowed 
for analysis of the impact of the mitigation as well as evaluation of the activities taken by each 
county.  

The following day, each county team was given a report related to their actions and had an opportunity 
to reflect on the exercise, what they would have done differently, and how it helped them think about 
preparing for 2020. Everyone agreed that they learned a great deal during the exercise and that it was 
one of the best produced they had ever participated in.  

While a TTX is not necessarily a new program, the design and implementation of this TTX was 
innovative in its design, largely due to the computer program 
designed, built, and executed by the SOS ISO, Ken Matta. The 
best part is that the program can be reused with other TTX 
formats, inputting new parameters in terms of time, budget, 
injects, and mitigation strategies or implements. Because this 
program was built in-house and can be reused, it is a cost-
effective way for the Secretary of State to continue providing 
TTX’s in the future. In fact, the program is being updated this 
year so that it can be used in a remote TTX format.  

Finally, the TTX format was a resounding success. The feedback was highly favorable, with all 
participants expressing appreciation for the program and for participation. Even though many of 
Arizona’s elections officials are seasoned professionals, they indicated that they learned something 
from their participation in this exercise. Of course, no one could have known what the 2020 Elections 
would end up bringing in terms of a global pandemic and an unprecedented misinformation and 
disinformation campaign, but the activities of the TTX highlighted the need to work together in 
partnership to overcome every obstacle and challenge presented, as well as the importance of 
communications, interconnectedness, and advanced planning.  

 

Attachements Included: Sample Injections, both videos and written.  
  

View video of event: https://bit.ly/3o9y77F 
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Sample Injections: Video and Written 
 
View TTX Inject Videos Here: https://drive.google.com/drive/folders/12rNtr0LFqKQ31BgPjRwdwoff15-
g8fdU?usp=sharing 
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An agent at ACTIC just called to report that they are receiving threats of physical 
violence against the County Recorder’s office and the Elections office.  These 
threats are in supposed retaliation after a public official saying that Arizona 
elections are rigged.  
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An IT staff member reports that several elections office computers have been 
logged in to remotely at unusual hours.  Since there's been no recent password 
change, it can be assumed that a bad actor has login credentials.  It looks like 
some compromising emails were sent out from one account.  When the account 
owner was questioned, they revealed they typed their credentials into a strange 
system logon screen that appeared a few days ago. 
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