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Alameda County Develops a Radio Frequency Identification (RFID) Systemto Improve
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PROBLEM OR CHALLENGE
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- a memory pack holdingote results scanned frofmallots;aroster index ofvoters, and a PC Memory
card contaiimgvotes froma touch screen voting machin@ his equipment must be placed into a
tamperproof canvas bag and tieered to one of 27 intermediate return center3he bags have to be
manually checked to verify that all three components are pres€@nice verified, the bags are delivered
to the central vote count facilityA barcode system is used to scan asseb thetracking system. The
process is slow causifiggsto stack up Missing assetmay not be discovered until after midnight
causingelection resultdo be delayed.

SOLUTION

The Alameda County Information Technology Departnsehted the problem by iplementing
the first Registrar of Voters Asset Tracking System in the Country to use Radio Frequency Identification
or RFID Rather than usingrainefficientbarcode wand to readach assetan RFID reader can bounce a
radio signal off an entirbagof assetsat once and record the contents instanifyan asset tracking
system This is accomplished by attaching inexpensive RFID taggigmnmentthat is tracked through
the chairof-custody on election night

County employees ashancheld RFID scanners afich return center to instantly check the
contents ofthe canvas bag The RFID signal traséirough paper and fabric allowing the operator to
capture the bag number and the contents without openingTihis allows the County employees to

immediatelyaddress the issue of missing equipment while the poll workeris with them



The vote count facility in Downtown Oakland was equipp&ti RFID portal readerdVhen the
bags reach theentral vote count facility, they are walked through the RFID portalasatdnmediately
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longer have to worry about the barcode process. Memory cards are passed rapidly into the vote count
room and processed.

BUDGECOST£SAVINGS

Thebudget for this project was $12800. The project came in within the budget. This cost
included system development, 30 handheld RFID scanners, an RFID portal, a Smart REH2 RBIB,
asset tagsincreased productivity is measured throuble improved efficiencyimproved securityand
the improvement in chairof-custody reporting and early identification of missing assets
RESULTS

On November 6, 2007 aineda County held aglection with 75 polling places using the RFID
based tracking stem. Only two items were missing, flagged by the RFID readers, and were quickly
located. When the bags reached the vote count facility, County employees were able to read and verify
that all of the voting equipment was accoeut for in less than 90 mines. O February 8, 2008
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enabled equipment and the process flowed without incident. With two more major elections in 2008,
the ROV RFID asset trackaygtem is an essential component of the election tracking system
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Alameda on election
cutting edge
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Every election official has a similar story.

It's election night, and the vates are rolling in and
being counted. It's all running smaathly — until
someocne opens a bag from a precinct and it all goes
NTY.

It's not there — no memary pack holding the
scanned paper vote results from that polling place,
or no memory card holding the touch-screen vote
numbers.

“If you talk to every single election official in the
state, they all have a story of some poll worker —
who just worked 12 or 14 hours — and he or she
went home with something by accident,” said Dave
Macdonald, Alameda County's registrar of voters,

That's why, last November, Alameda County became
the first county in the state to institute a new level of
security to verify the movement of the valuable
memeory cards and packs with a radio frequency
identification, or RFID, program that tracks the items
from precinct to return center to the registrar's office
in Crakland.

The nevw security feature works by poll workers
collecting the memaory cards and memary packs from
the polling place's scanning and touch-screen

vating machines at the site before placing them in a
tamper-proof bag with a seal.

The cards and packs, which have RFID tags placed

on them, then are dropped off at that precinct's
return center. Return center workers can then
quickly scan the bag to make sure both the memary
pack and card — as well as the paper voter index
each voter signs in on — are inside the bag without
having to open it.

"It's really another added level of security in the
chain of custody," Macdonald said. “We know,
without breaking the seal of these bags, what's in
them, and where they've been.”

Fram the various return centers around the county,
the bags then are taken to the registrar's office,
where they are scanned again to make sure all bags
have their respective cards, packs and indexes,

Finally, the bags are cpened when the cards are
ready to be uploaded into the computer and votes
counted.

"| think it's a big leap forward in terms of security,
as well as speeding up the process of counting
votes on election night,” said Macdonald, who as
directar of the county's information technology
department was familiar with RFID technology and
thought it might be able to replace older, more
antiquated accounting systems such as bar codes.

Macdonald said the new system — which was
developed in conjunction with Motorala and
Maryland-based RFID Global Solution — saves
election workers hours they normally would spend
manually opening each bag and scanning the old
bar codes.

The system has proved so efficient and helpful,
Macdonald said, that a couple other counties in the
state have come to see if it could make sense for
them.

"Right now, it's hard to implement a lot of changes

to your voting system when we're in the midst of
three elections in a relatively short period of time,
but they do seem interested in the added speed and
security it brings," he said.

Jim March, a member of the board of directors for
Black Box Voting, a national voting watchdog group,
said Alameda County's new security feature is
interesting and could be helpful to ensure the
integrity of the vating process.

"If done properly, the plan will help secure the

chain of custody,” March said. He added, however, it
does nothing to secure the actual ballots people use
o vote.

"Someone's trying to do something right,” he said,
“but more can still be done.”

Reach Chris Metinko at 510-763-5418 or
cmetinko@bayareanswsgroup.com .




Alameda GCounty, California Case Study
RFID Technology

Alameda County Uses RFID to
Speed Election Results

“We have a low-tech front-end with paper and pencil voting,
but a high-tech back-end with real-time tracking and security
that accounts for each and every piece of voting equipment.
With the RFID solution, we can achieve our goal of ensuring
that every person’s vote is counted.”

- Dave Macdonald, Alameda County Director of IT and Registrar of Vioters

Situation: Improve the process of tracking nearly 3,000 pieces of voting Products

equipment + Fortable RFID-enzhlsd
After Alameda County’s 810 polling places close on Election Day, delivering the SmartTable™

voting equipment quickly to the county’s vote count facility in Oakland requires * Motorola-powered XB400
an etticient, secure, fightly-run process. Volunteers must collect three cntical portal readers
components including a memory pack holding vote results scanned from paper  + Motorola MCI000-G
ballots; a paper index of every perscn who voted at that polling place; and the RFID handheld

PCMCIA card from the touch screen machine. Volunteers put each piece into
tamperproof canvas bags and deliver the bags to the county’s 27 intermediate
return centers. At the return centers, the 810 bags are then manually opened to ~ * RFID Global Solution
verify that all three components are present. With hundreds of bags delivered at
the same time, the process causes massive logjams and critical delays if even
one plece of equipment 1s missing. As a result, tinal election results can be + Electronic confirmation of
delayed by several hours. voting equipment

Solution: RFID-enabled SecureVote™

Partners

Benefits

-

Increased speed of
collection process
Working closely with Alameda County, Matorala partner RFID Global Solution Faster vote count
developed the SecureVote solution. SecureVote provides RFID tags for each + Heduced ovarhead costs
piece of voting equipment, matching it to the ID tag on the outside of the bags.

County employees, using Motorola MC9000-G RFID handheld readers, can

quickly scan the RFID tag on the cutside of the bag, as well as the items inside

without opening the bag, to verify that all equipment is present.

-

Results: Equipment verification process time reduced by up to five hours

Since the launch of Alameda County’s SecureVote sclution in November of 2007,
county employees have been able to read and verify that all voting equipment is
accounted for in less than 90 minutes {(compared to four to five hours with the
cold process). SecureVote provides a clear picture of the voting equipment supply
chain and tracks where, when, and how each movement occurs throughout the
system.
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